Abstract: Electronic Personal Health Records (PHRs) has been perceived as the tool to empower consumers to become active decision-makers of their healthcare instead of leaving the decision to providers. However, there has been the lack of enthusiasm and adoption of PHRs. This paper examines the current healthcare climate and attempts to understand the major challenges associated with PHRs adoption. The paper-based and fragmented healthcare system is no longer appropriate for the digital economy of the 21st century. The integrated health information technology system is the solution to transform clinical practice to consumer centric and information driven. Tools such as PHRs are means to an end that provide better, safer and more affordable healthcare for consumers. However, there has been little research conducted to demonstrate PHR's tangible value, despite the widespread perceived value of these technologies. Although survey data reveals that there is a lack of awareness among the public, consumers are receptive to this concept, especially when a physician recommends it. Key issues in adopting PHRs and strategies for successful implementation of PHRs are discussed.
Introduction
Between 1999 and 2001, with the exponential growth of internet technology, the e-health movement was born. The adoption of e-health initiatives promises to revolutionise healthcare by reducing errors, improving the quality of care, reducing costs, and empowering consumers to understand their healthcare needs and make informed decisions on their healthcare. Among these initiatives are e-prescribing, provider-controlled Electronic Health Records (EHRs), telemedicine, and consumer-centric Personal Health Records (PHRs).
It is widely believed that the successful implementation of an easily accessible PHR and consumer commitment to PHR will change healthcare behaviour from today's passively receiving treatment to actively and proactively seeking information and managing their own health in partnership with healthcare providers. PHR is expected to introduce the concept of consumerism to healthcare. As the Automatic Teller Machine (ATM) has once transformed the banking business, PHR will be used to build new relationships and structures to support consumers in healthcare (Ball and Gold, 2006) . The sharing of information will reduce medical errors and redundant care; in turn, it will improve treatment accuracy and healthcare system operating efficiency. The financial return is obviously the lowered overall healthcare cost.
However, despite the widespread perceived value among healthcare professionals and the US government, the majority of Americans have little awareness or experience with PHR, based on a recent survey conducted by the Health Information and Management System Society (HIMSS). Naturally, due to lack of demand, only a small portion of healthcare organisations offer PHR at this time (HIMSS, 2005; HIMSS, 2006) . Similar to the survey conducted by HIMSS, Health Industry Insight, a unit of IDC, an independent research firm based in Framingham, Massachusetts, found that 50% of the 1095 surveyed consumers were unaware of the concept, 83% had no experience with PHRs and 90% used paper-based or PC-based PHR rather than a PHR software product (Newsline Digest, 2006) .
What is a personal health record?
• Off-line PHR: Any health record created and maintained by consumers can be called a personal health record. For example, a diabetic patient documents the periodic glucose readings and corresponding insulin dosage administered in a booklet. The data can be used for trending and monitoring purposes for the patient to notice any abnormalities and therefore possibly modify behaviours that trigger undesired blood sugar level. When the patient visits his or her physician, the set of data offers additional information and creates a more complete picture about the patient's health status. Subsequently, the physician is able to prescribe a more appropriate course of treatment. In addition, the patient or caregiver can use the data as dual diligence to ensure the receiving of the right healthcare services. Another well-known example is the recording of a newborn's weight, height and other early health data to monitor the baby's growth. Consumers either use paper or Personal Computer (PC) based software for this purpose.
The health information is usually not kept up-to-date and possibly out-of-sync with health data from other sources, such as data from the laboratories and doctor's offices. The paper-based PHR can be portable if the consumer carries it all the time. Otherwise, the access to this data is limited within the consumer's local area (Waegemann, 2002) .
• Electronic PHR: For the purpose of consistent use of terminology, PHR refers specifically to electronically created and maintained personal health record or EPHR. The internet makes it possible to access a person's health information anytime anywhere. In addition to the data serving as an additional set of information source for healthcare providers to make appropriate treatment decisions, the availability of PHR data allows for timely treatment, especially in the event of emergency where healthcare providers have no prior history of the patients. In addition, some PHRs also have embedded decision support system that helps consumers make healthcare decisions. At a national conference on PHR and emerging technologies, Zoë Baird, president of the Markle Foundation, a private organisation that funds and directs the public-private collaborative known as Connecting for Health and the Personal Health Technology Initiative, stated that (Ball and Gold, 2006) , "Americans use digital information technology to manage their finances, pay bills, book flights, and customize the music they listen to, and…they now want to use health information technology to get the best care possible for themselves and be better able to manage their own health… People realize that if they or those they love are in an accident or disaster, through secure electronic information exchange could mean the difference between life and death."
The Markle Foundation defines PHR as "an electronic application through which individuals can access, manage and share their health information, and that of others for whom they are authorised, in a private, secure, and confidential environment". There are two methods to classify a PHR or EPHR. One is based on the service provider, i.e., who offers the PHR and where? This category includes provider-based PHR, payer-based PHR, and commercial PHR (Waegemann, 2002) . Another is based on the connectivity of a PHR with its surroundings, i.e., how does the PHR interact with other healthcare systems? This group includes standalone, interconnected, or tethered (Tang et al., 2006) .
Classification method 1 -who and where?
Provider-based PHRs are PHRs offered by the healthcare providers such as physicians' practice, clinics, hospitals, and health plans. This service is usually part of the care provided and cost is zero to patients. Typical information available on provider-based PHRs include the following (Waegemann, 2002 ):
• Appointment information -patients can view/modify their appointment information on the web; sometimes patients can also receive reminders.
• Medication information -patients can view a list of their medication(s) possibly hyperlinked to another website where information regarding the medication is available.
• Allergies -patients can view/modify allergies information usually derived from their medical records.
• Lab and other diagnostic test results -patients can view lab and test values which are almost always posted in conjunction with clinicians' notes on what they mean to the individual patients; in some instances, patients also can engage in online chat or send secure e-mails to clinicians to obtain additional information about their labs and test.
Payer-based PHRs are PHRs offered by health insurance companies. In a climate where healthcare cost continues to rise despite of the manoeuvres in cost and utilisation control, insurance companies are adopting new business models that allow better understanding of consumers. Leaders of the health insurance industry acknowledge that by focusing on consumer's total health, financial gain is a natural by product. This new leadership results in a shift from paying claims and controlling costs to providing value added healthcare services, usually including pre-certifications, case/episode management, disease/ condition management, demand management (24/7 nurse line), behavioural health management, and wellness and health promotion programmes. Programme candidates are identified via traditional referral sources such as hospital admissions and doctor's office and modern and prospective referral method such as data mining activities and application of Predictive Modelling technology.
With increased emphasis on the use of data to identify candidates who will potentially benefit from care management services, insurance companies are expanding their data source from claims data to other data such as PHR data. Payer-based PHR usually include information such as claims status, Health Risk Assessment (HRA) or health risk survey, weight logs, provider information, etc. If a person is also enrolled in one or several care management programmes, he or she will have access to resources specifically available to programme enrolees or elect to receive e-mail newsletters with information on a variety of health promotion or disease prevention tips and techniques.
The Department of Health and Human Services (HHS) issued a Request For Information (RFI) on ideas to help Americans voluntarily and securely submit and store personal information that would be available in case of an emergency. In examining lessons learned from the response to Hurricane Katrina, HHS and the Department of Homeland Security jointly made a recommendation to work with private sector to develop a capability for voluntary storage and retrieval of personal information, primarily health and insurance data. The capability is thought as a 'bank vault' with virtual safe deposit boxes for information. If the final ruling decided to build a separate PHR and not leverage payer-based or provider-based PHR, the virtual 'bank vault' would most likely be created and maintained by technology companies. With that, it is likely that a fee will be charged to consumers who wish to use this capability.
Classification method 2 -how?
Standalone PHRs include those supplied on 'smart cards', Universal Serial Bus (USB) drives, and Compact Disks (CDs).
• Advantage -Complete consumer ownership and control of own data.
• Disadvantage -Similar to off-line PHRs and except for some very motivated and diligent individuals, the record will not be kept up to date; therefore defeating the purpose of having a PHR. Additionally, the question about data objectivity arises when standalone PHR depends solely on consumer input. For example, a diabetic patient is not expected to understand fully and accurately report their haemoglobin.
Tethered PHRs include PHRs offered by payers or healthcare providers. They are integrated with other healthcare systems with a single healthcare provider or payer.
• Advantage -Part of PHR data is derived from either a provider's EMR/EHR or payer's data warehouse as described in provider-based PHR and payer-based PHR in the preceding section. Unlike a standalone PHR, consumers need to do very little to up keep their health information. Instead, they have access to more data. Combined with their own input, consumers can truly make informed decisions about their care.
• Disadvantage -Consumer is limited to the data available on the provider or payer system. For instance, if the providers EMR is not connected with labs and do not have lab and test results, consumers will not be able to view their lab results on the integrated provider-based PHR. Interconnected PHR stands as the best option in that it is interoperable and scalable therefore overcoming the disadvantages posed by either standalone or integrated PHRs without taking away its advantages (Tang et al., 2006) .
Data type
The American Medical Informatics Association's College of Medical Informatics, under the joint commission of the US Secretary of HHS, the National Coordinator for Health Information Technology (NCHIT), and the administrator of the Centers for Medicare and Medicaid Services (CMS), identified common data types and sources that should be included in any PHR. The data types and the data sources are listed in Table 1 below (Tang et al., 2006) . • PHR: (Electronic) Personal Health Record
• EMR: Electronic Medical Record
• EHR: Electronic Health Record
• PBHR: Payer-based Health Record
• EHCR: Electronic Health Care Record EMR describes provider controlled medical record system. EMR data are electronic version of the paper medical records containing admission data, assessment and treatment data entered and controlled by healthcare providers. Electronic Medical Records (EMRs) and associated systems have existed in various forms for almost ten years, yet they are still considered in their infancy sporting low adoption rates in US hospitals and physician practices (Simon and Simon, 2006) . Various EMRs feed EHR, which is a longitudinal record, made possible by Regional Health Information Organizations (RHIOs) and interoperability across care delivery organisations. PBHR is health record created and owned by insurers or payers, including utilisation data, financial data, as well as programmatic administrative data. On the other hand, consumers submit data in PHR and have control (to a degree) on who can access PHR data. Some PHR data is automatically populated from EMR or EHR.
ECHR represents an integrated version of a person's health information. EHCR = [EMR (feeds) EHR] (integrates with) PHR (integrates with)
PBHR (Ball and Gold, 2006) .
Key issues in adopting PHRs
In the 2002 testimony to the National Committee on Vital and Health Statistics regarding PHRs, Waegemann (2002) presented the following issues:
• No security standards to ensure privacy and integrity of personal health information
• No decision on who should have access to personal health information
• No widely accepted standard or functional specification for the features of a PHR
• No standards or functional specifications for populating PHRs
• No methods such as incentives in place to encourage the adoption of PHRs
• No public education such as a national communication campaign to increase consumer awareness of the benefits and values of PHRs.
Despite some progress made in this area, unfortunately the same issues exist four years later (Tang et al., 2006) . One of the key barriers to the adoption of EMR systems has been the concerns of healthcare providers that the system will not provide sufficient Return On Investment (ROI). However, Simon and Simon's (2006) qualitative study examines the success of one medium-sized physician practice with the selection, implementation and ROI of an EMR and demonstrates that an EMR can provide both tangible (monetary) and intangible (clinical/quality of care) returns for the healthcare provider.
Financial implications
Determining who should pay for PHRs is the key to consumer adoption. As the financial burden is slowly shifting from payers to employer groups to individual consumers, placing an additional financial burden on consumers without clearly demonstrated value will surely stall the adoption. However surveys have shown that consumers are willing to pay a small fee, e.g., $60 per year, to access PHRs. Although consumers are the ultimate beneficiaries of PHRs and an integrated health information system, providers and payers are primary beneficiaries. From a pragmatic perspective, providers and payers should be the investors of such an information system (Tang et al., 2006; Waegemann, 2002) . Many commercial companies jumped on the e-health wagon and created standalone PHRs during the dot.com period and vanished as the bubble burst. This may have presented a business climate in which the potential future of the PHR market is under-appreciated; as a result, there may be little interest or willingness to invest capital to understand consumers and develop the right PHR products (Tang et al., 2006; Waegemann, 2002) .
Investment in the development of PHRs is long term and return on investment is not immediately realised. This is because the 'return' is banking on behaviour change, i.e., providers' practice pattern and consumers' developing healthier living habits. Behaviour change does not necessarily happen on an annual basis but with the right enforcer it has a higher probability of success. Companies that are concerned with bottom line and annual reports will unlikely be motivated to fund (Tang et al., 2006; Waegemann, 2002) .
Interoperability is a must in the design of PHRs to necessitate information exchange. Without information exchange, a standalone PHR becomes an isolated "information island" (Tang et al., 2006) . Ideally, PHRs should become a component of a well-connected and integrated larger healthcare system. At a minimum, a PHR should have the ability to import and export data with other healthcare systems in a standard way (Tang et al., 2006) .
Since the end users of PHRs include healthcare professionals as well as patients and caregivers, the language in PHR must not be medical lingo. On the other hand, the representation of PHRs must also suit the needs of healthcare professionals. For example, there might be "clinically irrelevant" (Tang et al., 2006) personal health data that does not help healthcare providers to determine treatment but helps consumers to modify their behaviours. These personal health data may not need to be made viewable to providers as they clog the traffic to the clinically relevant and critical information for the purpose of delivering care.
In addition to the individual's direct personal data, a PHR could store other data relevant to the health of an individual such as social status, family history, or living and work environment. Access by caregivers and healthcare professionals must be established on a need-to-know basis. In the event that the individual is unable to make a determination on access control as in a medical emergency, healthcare professionals and caregivers should have the rights to "break the glass" in order to save one's life (Tang et al., 2006; Waegemann, 2002) .
In a larger healthcare system where components such as PHRs and EHRs frequently exchange Protected Health Information (PHI), security of personal medical information has always been a challenge for the advancement of EHRs initiatives (Steele et al., 2007) . Authentication presents a critical step in ensuring the privacy, confidentiality and integrity of data as well as the system. Before an EHR or PBHR shares information with a PHR, it needs to verify the identity of the PHR's owner. With an integrated PHR, whether be it provider based or payer based, authentication should always take place when consumers log on to its designated secured web page. Summary page and reporting capabilities should always be part of the PHR design. Steele et al. (2007) discuss the operational semantics of a model that uses a user interface generation engine which supports search-browse-navigate activities on XML repositories. With the vast amount of data, providers and consumers need to be able to quickly get to the relevant information to make a clinical decision.
Cultural implications
The concept of health information exchange and sharing among multiple healthcare systems and multiple organisations imply breaking the traditional social and organisational barriers. Many organisations and the US government today continue to operate on a hierarchical structure and silo mentality. The cultural clash, nonetheless, presents an obstacle not only to the adoption of PHR but also the overall change in the healthcare environment. The mechanism to break the barriers and facilitate new thinking is public education and research to facilitate a shared understanding (Tang et al., 2006) .
As many pieces of the integrated health information system are still evolving, for instance, the lack of ubiquitous EHR usage, it presents an environmental barrier to the adoption of an integrated PHR. As the adoption of EHR furthers itself, lessons learned should apply to the development of PHRs as both are integral parts to each other (Tang et al., 2006) .
The paper based and fragmented healthcare system is no longer appropriate for the digital economy of the 21st century. Integrated health information technology system is the solution to transform clinical practice to consumer centric and information driven. Tools such as PHRs are means to an end that provides better, safer and more affordable healthcare for consumers. However there has been little research conducted to demonstrate tangible value, albeit the widespread perceived value of these technologies. Although survey data reveals that there is a lack of awareness among the public, consumers are receptive to this concept, especially when a physician recommends it.
In the survey conducted by HIMSS (2006), 8% stated that they would never use a PHR while 18% said they would consider it if recommended by a physician. Among the 17% of the respondents who currently use a web-based PHR, they cited the top three reasons for using it as their own health history (42%), physician recommendation (21%) and insurer's recommendation (11%).
The Connecting for Health Work Group summarised key findings from the early installation of PHRs (Markel Foundation, 2004) as follows:
"Physician promotion is key to achieving high consumer adoption in most places.
Physician acceptance requires large up-front efforts to gain buy-in.
If PHR is viewed as beneficial only to patients, it's hard to get physician support.
PHRs are unlikely to gain widespread clinician acceptance unless they are integrated into the clinical workflow, such as through integration with the office EHR.
Patient-provider secure messaging, online refills, lab results, medication lists, and disease management plans are among the functions that consumers single out as particularly useful.
Patient-provider messaging wins over an enthusiastic subset of both patients and doctors, and does not overwhelm the inbox of doctors.
Patients feel more empowered when they have access to their health information, and many early physician adopters find that helpful.
People with chronic conditions are most likely to need and use PHR-like applications."
Future trends
The evolving paradigm shift resulting from Information Technology (IT), social and technological changes has created a need for developing an innovative knowledge-based healthcare system, which can effectively meet global healthcare system demands and also cater to future trends. Moran et al. (2007) offer insights for the design of pervasive computing technology, and directions for further research and development in this field such as transferring information between heterogeneous devices and integration of the physical and digital domains. Bai and Srivatsa (2007) discuss the design of a wearable cardiac telemedicine system that can help the mobility of patients, so as to regain their independence and return to an active social or work schedule, thereby improving their psychological well-being. Wadhwa et al. (2007) propose a functional Hospital Information Management System (HIMS) which helps in processing and management of internal and inter-organisational hospital information, e.g., telemedicine or e-healthcare. The proposed system is fully compatible with future technical, social, managerial and economical requirements. Von Lubitz and Wickramasinghe (2006a; 2006b) suggest that the network-centric approach grounded in process-oriented knowledge generation and enabled through World Healthcare Information Grid (WHIG), allows free and rapid sharing of information and effective knowledge building required for the development of coherent objectives and their rapid attainment and the application of the proposed network-centric doctrine is arguably the best chance of changing the way healthcare is accessed, provided and managed both nationally and across the globe.
Conclusion
E-health, while exciting and promising, also presents new challenges, particularly in regard to acceptable standards, choice of technologies, overcoming traditional jurisdictional boundaries, up-front investment and privacy and confidentiality. For successful implementation of PHRs, consumer and provider adoption is a must. First, there should be a coordinated national communication campaign to raise the public awareness and understanding of the value of an integrated healthcare system as well as the value of making informed decisions. Additionally, partnership should be fostered between public and private sectors and among various stakeholders including technology vendors, payers, providers and government to establish principles and policies, tackle the issues raised, define standards and use cases. An integrated healthcare system calls for an open-learning and information-sharing social and organisational structure. Lastly, start small with PHR pilot projects, apply lessons learned and expand rollout (Markel Foundation, 2004) . Von Lubitz and Wickramasinghe (2006b) discuss how effective and efficient healthcare operations can ensue through the adoption of a network-centric healthcare perspective that is grounded in process-oriented knowledge generation and enabled through World Healthcare Information Grid (WHIG). The key takeaway is to leverage the emerging technologies to offer a robust, flexible, and extensible information system based on electronic PHR for effective and efficient healthcare.
